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Can Your Computer Support
Consultant Answer These 3
Questions Correctly?
| There is a massive
| difference between
being able to fix a
ol broken computer and
S 7| managing the IT for
an entlre business. It’s critical that
the person/people/company manag-

ing your IT understands the reason
you have IT in the first place.

If you are shopping around for a new
IT consultant, you want to make sure
you are asklng these questions...

4 Read the Rest Online!
https://dti.io/ans3quest

About Directive

We are a technology consulting firm
specializing in technology
implementation and management for

businesses. We're known for providing

big-business, Enterprise-Level IT
services to small and medium-sized
businesses.

Visit us online at:
newsletter.directive.com
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How Your Small Business Can Benefit from the Internet of
Things

The Internet of Things (IoT) is one of the most interesting
technology markets emerging for small and mid-sized busi-
nesses for some time. It can cut down on a lot of time and
effort in several different functions of your business. We’d
like to spend some time this month taking a look at some of
the ways small and mid-sized businesses are utilizing the loT.

Before we get into individual use cases, we should admit that
the concept of 10T devices over the years has been connected
to a wide range of cybersecurity issues. Obviously, this should
bring up some concerns, but when implemented properly and safely, they can bring a lot of
value and automation to your business. We can’t stress enough how important it is to have
an IT professional who knows how to integrate new tools into an environment that has
extremely important data flowing in and out of it regularly.

loT Improves Business Automation

With all the tools out there that claim to improve efficiency, it is difficult to identify which

of them can actually work for your business. Really what you should be looking for are ways

to automate repetitive and mundane tasks so that your employees don’t have to spend a
(Continued on page 2)

Understanding the Vulnerabilities and Exploits You'll Face

7 We understand that cybersecurity can be difficult to think

w_ about at times because of the terminology thrown around by
industry professionals, but we want to do our part to help
clear up some of the confusion. Today, we’re going to discuss
the difference between vulnerabilities and exploits, as well as
how your organization can do everything it can to ensure that
both are minimized on your company network.

\ i! = What Are Vulnerabilities?

\ Vulnerabilities are cracks in the code of the various solutions
your business uses throughout its day-to-day operations. Hackers can use these cracks to
gain access to a system. Unfortunately, vulnerabilities are something that the development
and cybersecurity communities have had to, and will continue to, deal with, and there is no
way to really stop it. Let us explain.

Sometimes vulnerabilities go undiscovered for a long period of time, only surfacing after
they are either no longer relevant or when they are actively being exploited by hackers.
(Continued on page 3)
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IT Project Management for
Small and Medium-Sized
Businesses

To get a successful technology
project, you need the perspective
of the pros

Every business should be looking to
technology to increase efficiency
and accomplish their organizational
goals. When a business looks to
introduce new technology, it often
presents challenges that could
impact its ability to function
optimally.

Our team of dedicated IT techni-
cians are proficient in helping our
clients deploy the technology they
need in a manner that ensures they
can hit the ground running. If you
have some anxiety about adding
the technology that can immediate-
ly improve your business because
your team lacks the knowledge and
experience needed to do so, we
can help!

End-to-End Support for IT Projects

Providing the stable hand needed
to see your IT projects through

The fact is that IT projects can put a
strain on your business, especially if
they aren’t well managed. At
Directive, we pride ourselves on
making all technology-based...

1 Read the Rest Online!
https://dti.io/ITProMgmt

"Time isn't the main thing. It's the only thing."

— Miles Davis
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5 Reasons Why You Need Managed IT

il When it

comes to
your technol-
ogy, you can
never be too
careful. It's
critical that
you look at
your IT infra-
structure as an investment, and one
that will save you countless hours and
considerable sums of money if you take
proper care of it. Here are five reasons
your business should prioritize proac-
tive IT maintenance over reactive, or
break-fix, IT maintenance.

Less Downtime

Proactive maintenance and manage-
ment means that you are identifying
issues and addressing them before they
become major problems. This naturally
leads to less downtime, as you are ad-
dressing the issues that lead to down-
time before they have a chance to de-
velop any further.

More Productivity

While you might have once been fo-
cused on reacting to problems, you can
instead reclaim this time and spend it
on more productive initiatives. For ex-
ample, maybe you spend half an hour
every morning wrestling with your com-
puter to work properly. If you take care
of it and nip these issues in the bud,
you can use that time to instead outline
your plans for the day, leading to more
focused work throughout the workday.
All of this compounds over time, too.

More Predictability

Technology can be unpredictable at
times, to say the least, but when you
proactively maintain your technology,
you are essentially planning for the fu-
ture and all of the possible scenarios
that could occur. All of this makes it
easier to make decisions about when...

How Your Small Business Can Benefit from the Internet

of Things

(Continued from page 1)

lot of their time focused on them. The
Internet of Things presents an oppor-
tunity to fill in a lot of the gaps with
tools that can actually improve efficien-
cy. One of the most notable ways it can
help is in the management of your brick
and mortar locations. Smart technology
has made significant strides in central-
ized management and security since
their inception and can provide your
business with the following
functionality:

o Managing temperature - 10T sensors
can control HVAC systems and adjust
heating and cooling to save energy.
With energy prices currently in a
steady climb, this can add up to sig-
nificant cost savings over time.

e Managing lighting - As with HVAC
controls, controlling the cost of
lighting in your business’ location(s)
can be of great benefit. In fact,

according to the U.S. Department of
Energy adding loT lighting controls
can reduce lighting energy consump-
tion by nearly half.

e Managing building maintenance -
Sensors connected to a business’ IT
infrastructure or machinery can de-
liver the data needed to allow man-
agers to make more informed deci-
sions about their business. This can
have a positive effect on location
maintenance and scheduling.

e Energy consumption - On top of con-
trolling costs, 10T tools can provide
managers with a lot of great infor-
mation to help make decisions that
not only help the bottom line, they
also can improve efficiency and
productivity. know, the better. The
loT provides a lot of good infor-
mation for decision makers to use...

"_'E_'I_:tf'i:.t}__--. Read the Rest Online!
1."'_'. =3 https://dti.io/smbiot
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Understanding the Vulnerabilities and Exploits You’ll Face

(Continued from page 1)

This is because of the nature of soft-
ware development; no developer, no
matter how skilled, can take into ac-
count the development of new and
unpredictable threats, hence the ongo-
ing battle between security researchers
and developers versus hackers. Vulner-
abilities are the reason why you want to
apply patches and updates regularly, so
you can dodge any potential exploits
aimed at them.

What Are Exploits?

If vulnerabilities are the roads that
hackers use to access your network,
you can think of exploits as the vehicle
used to drive on them. Exploits are
when a hacker actively seeks to use a
vulnerability to gain access to a system
or spread a threat. The biggest differ-
ence between vulnerabilities and

Tighten Things Up With Better Collaboration

Costs are
rising and
companies
need to do
more with
less. Not only
that, they

y depend on
several de-
partments of their business to work
together to meet customer demands
and complete projects. Let’s take a look
at some collaboration tips and the tools
that can help build a better, more col-
laborative and productive business.

Find the Right Resources

An issue many businesses run into when
undertaking major collaborative tasks is
expecting A-level work from someone
that isn’t trained or experienced in do-
ing that type of work. This can happen
because of improper project manage-
ment and delegation, or it can simply be
because there are heavy workloads on
the more experienced resource. Regard-
less of what the reason is, having your
best people doing their best work on
what they’re best at is sure to help take
your business where you want it to go.

IT PAYS TO REFER A FRIEND!

refer.directive.com

exploits is that a vulnerability is a theo-
retical weakness, whereas the exploit is
the thing that is actively taking
advantage of it. Exploits are incredibly
dangerous and demand the utmost
attention in order to preserve network
integrity.

What Do You Do?

We recommend that all businesses take
a three-pronged approach to anything
related to cybersecurity, including the
following:

e Apply patches and security updates
as needed to remove vulnerabilities,
thereby lessening the chance of
suffering from an exploit or data...

Lines of Communication
Communication is a key component to
any collaborative endeavor, but if your
team doesn’t have access to the robust
communications tools that are now
available, your team’s efficiency may be
less than desirable. Since most teams
are made up of workers from different
departments, they may have different
perspectives and ideas. Having produc-
tive lines of communication can lead to
better products, better services, and the
production of more revenue.

Stay on Task

One crucial issue some multi-user pro-
jects need to establish early on is shared
goals. Not just the result that they want
to see, but also timelines, deadlines,
and so on. Not every member of your
team is going to think the same way and
having shared goals will be important to
fulfill the work as expected.

What Technology Can Help?
Technology is a big part of collaboration
in modern business. Here are three...
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Cryptocurrency Investment
Phishing

Cybercriminals are targeting the booming
cryptocurrency market to make a killing
off of human error.

In this micro training we’re taking a look
at the how, when, and where of these
latest scams and offering some tips on
keeping yourself, your contacts, and your
crypto-wallet safe.

In this Micro Training video, learn some
of the best practices for using social
media securely.
https://dti.io/cryptoinvstmntphishing

Get our Cybersecurity Tips to
your inbox weekly!

Each week we send an email with FREE
cybersecurity tips to help you to avoid a
data breach. These tips can be used to
educate yourself and your employees on
security best practices.

Sign up today!
https://dti.io/gettips

REVIEW DIRECTIVE ON

Google

We would love to hear your feedback,

and would be incredibly grateful if you

could take a couple of minutes to write

a quick Google review for us. This will

allow us to improve our service and let

others recognize the value we provide.
Thanks in advance!

https://directive.com/review
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Marketing Ideas & Tips for Your SMB

Five Reasons You Need To Use a High-Quality Template for Your
Website

Your website
is the primary
marketing tool
for your busi-
ness, and as
such, it must
look and operate as expected. It
has become a pretty standard
practice for smaller businesses
to use prebuilt WordPress or
Joomla templates as opposed to
paying a designer to build a cus-
tom website from scratch. It
saves money, and it gets you,
essentially, the same end result.
However, not all templates are
created equal. An inferior

template or theme will end up
costing you in the end.

What kinds of problems do we
commonly see with third-party
templates or themes? Quick
note: Joomla calls them tem-
plates, WordPress calls them
themes. To keep the rest of this
post simple, we're going to con-
tinue referring to them as
templates.

The template determines the
look and feel of your website.
Most templates are customiza-
ble, and most also come with

Employee Spotlight: Chris Gilbertson

hard-coded elements and fea-
tures to make them stand out
from one another. Usually, once
you commit to a template, it
can take some work to move to
a different one, because design
elements you were once using
might not be available in the
new template you choose, or
might not be coded in a way
that just carries over. It’s all
pretty complicated, and no solu-
tion is perfect. We're going to...

o3 s Read the Rest Online!
=x=a https://dti.io/5hqwhy

We’'re all about celebrating our people here at Directive, acknowledging
what makes them the unique individuals we’re so happy to work with.

This time around, we wanted to introduce you to Chris Gilbertson, sales
engineer and all-around cool guy.

Raised in Laurens, NY, Chris G (as we call him) grew up with Devin and
| Dillon Chase as his close friends. A few years after earning his Associates
degree from Tompkins Cortland Community College, that connection

came in handy. Now he works closely with Devin to make the sales that we rely on. Chris G
loves that he can work with his friends, both new and old, assisting businesses with their

growth.

When he isn’t closing deals, he’s a fan of hanging out with friends, playing video games, and
going out to eat. At home, Chris G has adorably-named pets: two cats (Jolee and Schnikes)
and two dogs (Pip and Boomer). Someday, he’d like to double his number of dogs. He’d also
love to travel the world and skydive, but we’re not ready to let him go just yet. Thank you for
everything you do, Chris G... we look forward to more years with you on our team!

Directive

330 Pony Farm Road
Suite #3

Oneonta, NY 13820
Toll-Free 888-546-4384
Voice: 607-433-2200

Visit us online at:
newsletter.directive.com
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We partner with many
types of businesses in
the area, and strive to
eliminate IT issues
before they cause
expensive downtime,
S0 you can continue to
drive your business
forward. Our
dedicated staff loves
seeing our clients
succeed. Your success
is our success, and as
yOu grow, we grow.

Chris Chase
CEO

Charlotte Chase
(e(0]0}

I FORGOT MY PASSWORD
AND T HAVE NO IPEA HOW
TO ANSWER MY SECRET
QRUESTION, AM I HAVING AN
IDENTITY (RISIS?




