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Chris Chase, listed
on the SMB Na-
tion Top 150 List
again! The list, which recognizes
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to small and medium-sized business-
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Is your Business a Victim of Email Spoofing?

Is your email sending out mass-mail spam messages? Have you
ever received a complaint about sending unsolicited ads or obvious
spam messages? Have you ever received bounced emails by the
boatload that look like they have been sent from your own ac-
count, even though you know you didn't send them?

If you are in the above situation, it is likely your email is being
spoofed. Email spoofing is where spammers try to trick spam filters
by making spam look like it comes from a legitimate address. They
do this by manipulating the email header to display your email in the "from" address, hence
why you get bounces back and others believe the junk mail is coming from you.

This isn't the same as having your email compromised, which is where spammers can actually
get into your email account with your password and create havoc. While it's a good practice to
change your email password if you notice something fishy, spoofing doesn't need access to
your account to get in. Spammers do this because an email is much more likely to get attention
if it's from a recognized sender.

What To Do To Resolve Email Spoofing

In some cases, an experienced IT technician can investigate the header of the email and deter-

mine the true origin. This won't typically catch the spammer, but it will point the technician to

the internet service provider. At that point, the next course of action is to reach out to that ISP

and have that IP blocked. This doesn't mean you won't be targeted again; the spammer could
(Continued on page 4)

Has Mobility Changed Your Upstate New York Business?

Technology is changing quickly and businesses are seeing a wide
variety of options replacing traditional IT methodology that is driv-
ing change and productivity to businesses of all sizes. It's getting
easier to take work with you with mobile devices and hosted ser-
vices, but are these just expensive new toys or do they provide
serious benefits to businesses?

Cloud Computing

Probably the biggest, vaguest buzz word of this technology gener-
ation, cloud computing can mean a whole lot of different things.
From a technical standpoint, one definition of cloud computing is the infrastructure required to
split computing power between a mass of devices, although there are publicly available clouds
like Google and Amazon, private clouds that larger businesses establish, and even social net-
works and a slew of various web apps have been considered 'the cloud.'

Okay, so cloud computing is a big, ambiguous thing. However, leveraging the idea of the cloud
offers cost-saving benefits to small businesses. Dropping the semantics, when a company
doesn't need to worry about managing a part of their IT infrastructure in house, they save
money. It's that simple. Let somebody else take care of it and make sure it works. Sure, there is
(Continued on page 3)
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“Defect free software does not exist”

-Wietse Venema

Why Should I Safely Remove Devices?

If you've used
a USB flash
drive or other
USB devices
like cameras,
smartphones,
and external
hard drives,
you've proba-
bly seen Windows request you to safely
remove the device as opposed to simply
unplugging it from the PC when you are
done. How important is this? Very.

Think of a passenger jet being loaded
with luggage - if the captain starts to taxi
the plane before the cargo is loaded and
the door is shut, there is going to be a
problem as some luggage will get lost or
damaged. The same can happen with
the data on the USB device; abruptly
unplugging it while data is being read or

written can cause it to be lost or dam-
aged.

Even if you know you aren't copying files
from your digital camera or thumb drive,
a program could still be operating be-
hind the scenes and using the device.

“Do you safely remove your devices?”

To disconnect devices correctly, look on
the bottom right of your screen in the
system tray. You may have to click the
arrow to expand and display all icons.
Right clicking on the icon will display a
menu with the option to Eject USB Mass
Storage Device. Click that, and your PC
will properly prepare the device for re-
moval. It typically only takes a couple
seconds.

Public Safety Tip: Wi-Fi Hotspot Security

When travel-
ing with your
trusty laptop
or tablet, it's
pretty com-
mon to find
publicly ac-
cessible Wi-Fi
networks
that you can connect to, enabling you to
surf the web. Where ever you are,
whether it's a coffee shop, hotel, airport,
or anywhere else, it's important to be
safe about public surfing.

There are some risks involved when con-
necting to public networks, mostly be-
cause you don't know who or what else
is on the network. Following a few sim-
ple tips can ensure that your mobile
device and data remain safe.

Only connect to secure hotspots

This will greatly limit your ability to con-
nect to the Internet at public locations,
but it removes a whole lot of risks. Many

places that offer free Wi-Fi password
protect the network. This controls who is
on it and encrypts the data being sent
across the network. Otherwise, you
open your device up to the entire net-
work and all the risks associated with it.

Be sure your security is up-to-date

Be sure you are running updated antivi-
rus, and that your Windows Updates are
up-to-date on your laptop. It doesn't
hurt to have a software firewall enabled
as well, which will block outside
attempts to get into your system.

Dial into your Virtual Private Network
(VPN)

If your business has a VPN, use that to
conduct business tasks while on the
road. This has a ton of benefits beyond
security. You can access the same appli-
cations and files you have at work, and
sensitive data never gets saved on your
mobile device. Keeping everything back
at home means you can't have it stolen
when on the road.

Page 2

If you can't find your device or aren't
sure which one to select from the menu,
there is an even easier way. Go to My
Computer, you should see an icon for
your device. Right click on that and se-
lect Eject.

Windows will let you know that your
device is now safe to remove, and then
you can do so.

Is your business running with the best IT
practices to ensure the longevity and
continuity of your IT investments? Con-
tact Directive at 607.433.2200 and ask us
about ways to improve your day-to-day
operations through better use of your
technology.
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Encrypt your sensitive data

Laptops and some smartphones have
the ability to encrypt data so that it can't
be interpreted by hackers or data
thieves. Software encryption needs to be
setup ahead of time on the device.

Turn off your Wi-Fi when not using it.
This will save battery life on your mobile
device, but the main point is to ensure
your device doesn't automatically con-
nect to networks and hotspots without
your knowledge. Disable the ability to
auto connect to unprotected networks
and just turn off your Wi-Fi adapter
when not using it.

Need help securing your mobile device
or laptop? Contact us at 607.433.2200
and get in touch with an experienced
technician to ensure you are prepared
for the next time you need to work from
the road.
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Has Mobility Changed Your Upstate New York Business?

(Continued from page 1)

a cost to this, but without the need for
new hardware, space, electricity, heat
disbursement, maintenance, and all of
the other things that get tacked on with
a best-practices server room, eliminating
some of the hardware quickly adds up to
big savings.

Mobile Devices

About half of all cell phone users own a
smart phone. We might not have flying
cars yet but we do have access to pow-
erful handheld computing devices that
keep us connected to both our personal
and professional lives and give us the
ability to work seamlessly from any-
where. Partially, mobile computing is
related to cloud - the mobile platform is
still fairly light weight and requires
something else to do the heavy lifting
and store the data. Still, businesses will
be seeing a shift from traditional chained
-down desktops to functional, accessible

tablets, laptops, and smartphones, that
is, if they haven't already.

The biggest improvement seen by
adopting mobile technology is productiv-
ity. Users can access files and applica-
tions from anywhere, communicate and
correspond easily from their mobile de-
vice, and stay productive while on the
road. For most small businesses, em-
ployees might bring their own
smartphone, but mobility is not going to
be a fad.

“mobile technology increases

productivity. . . Users can access

files and applications from

anywhere. ..”

Business application developers are feel-
ing the push and developing software

Take Back your Bandwidth

"Almost 40% of enterprise network
bandwidth is being consumed by recre-
ational or non-business applications
[facebook, linkedin, youtube]"

~Blue Coat Systems Survey

More compa-
nies are
blocking vid-
eo streaming
sites such as
YouTube and
Netflix to
improve
productivity

at work.

USA Today mentions that Proctor &
Gamble "Has shut down access to Pan-
dora and Netflix for its 129,000 employ-
ees" Leaving sites such as Youtube and
Facebook available since they are re-
quired for business. As more and more
people have tablets and other mobile

devices, the use of recreational internet
usage stands to rise. Web apps and
streaming services eat up a lot of band-
width, sending large audio and video
files, most of which are completely unre-
lated to work, and worst of all greatly
stagger productivity.

Not all web content is bad for business,
however. Social media has profoundly
potent marketing benefits for businesses
and completely blocking sites like
Twitter and Facebook can put a hamper
on inbound marketing tactics for your
sales and marketing people. Having pre-
cise control to offer certain users specific
access will help you take advantages of
the benefits and plug up the time leaks.
So what can your business do about it?
Implementing a content filter/firewall
solution on your network can give you
precise control over who can view what
content on the web. This will let you

that plays nice with tablets and
smartphones. Eventually, this shift could
lead to the eventual death of the desk-
top workstation as we know it for many
types of employees, but harbor new and
innovated ways small businesses get
things done.

Technology is always changing and can
drive businesses forward and can drive
businesses forward when adopted care-
fully - whether you want to save money
or improve your bottom line's productiv-
ity or just provide better, more accessi-
ble options for your employees, Di-
rective can partner with your Upstate
New York business and help prepare
your company for the technology bene-
fits of tomorrow.

block sites like Facebook and YouTube
for your general staff but leave them
open for your marketing department to
allow them to take advantage of social
media marketing. Depending on your
business, you may want to allow certain
services but specifically block others.
Having a flexible solution means you can
be ready to leverage the power of cer-
tain sites when they are useful for grow-
ing your business and block the ones
that hinder productivity.

Looking to take back your company
bandwidth and improve productivity?
Contact us at 607.433.2200 and ask us
about our content filtering solutions.

Share this Article!
http://bit.ly/JBaGML
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Is your Business a Victim of Email Spoofing?

(Continued from page 1)

simply reinitiate the spoofing
process from a computer on a
different IP, and you'd need
to hunt them down all over
again.

Prevention Goes a Long Way
It's very difficult to stop
spoofing attacks permanently
- businesses need to take ac-
tion to prevent them. Be
aware of phishing attacks
(spam emails that link to fake
pages meant to look like le-
gitimate website login pages)
and ensure you are keeping

Computer Infected? The FBI is turning off your Internet

Com-
puter
viruses
are
pretty
serious
threats,
and can
cause huge expensive issues
for businesses. Many cases of
malware and computer virus-
es actually use your computer
to commit real crimes. The
FBI states that hundreds of
thousands of people will likely
lose the ability to surf the
web if they have a particular
piece of malware.

The malware is named
DNSChanger and has been
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your anti-malware and antivi-
rus software up-to-date. Un-
fortunately, it actually doesn't
take any negligence to open
yourself up to email spoofing,
spammers just need to know
your email address.

Using throwaway email ad-
dresses for signing up for ac-
counts is a good way to keep
this in check. Use your main
email only for correspond-
ence with people, and have a
couple email accounts specifi-
cally for different accounts on
the web. For example, setting

around for a few years, infil-
trating millions of computers.
DNSChanger does just what
it's name suggests; it changes
your computer's DNS, and
points it to another server.
DNS (Domain Name System)
is what controls where your
web browser goes when you
type in a URL. It's what tells
your computer that typing in
Facebook.com should take
you to Facebook's servers,
and that Google.com takes
you to the search engine. If
your computer sees a fake
DNS server, Facebook.com
and Google.com could take
you to rogue websites and
ads that cause further infec-
tion and help generate profits
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Live Chat Support is
available for all your
account, technical
support or billing
guestions or concerns.

up a social@ email for social
networks like Facebook and
Twitter, or create throwaway
accounts for signing up for
sites that you don't complete-
ly trust. . It isn't to say that
the websites you sign up for
are spoofing your email, but if
hackers gain access to your
login data for that site, or if
the site shares your personal
information, it's possible your
email could . ..

To use the service go to
www.directive.com and
click the Live Chat
Support link at the top
of the page.

for the criminals behind the
malware.

According to the FBI, millions
of computers have been hi-
jacked since 2007. Last year
the FBI seized the servers but
since so many users connect-
ed to the rogue servers in
order to surf the web, the FBI
converted them to safe DNS
servers. However, in July of
2012, the FBI plans to shut
them down, meaning anyone
infected with the DNSChanger
malware will lose the ability
to surf the web.

Chris Chase
Solutions Integrator

Charlotte Chase
Solutions Integrator
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