
This Issue: 

A New Perspective on Ransomware 

Are You Making Yourself  
Vulnerable Over Social Media? 

5G Improves Upon What 3G and 4G 
Established 

Reduce Your Technology Headaches 
Go with Managed IT 

Hosted Utility Computing Allows 
Businesses to Centralize Their IT 

Leveraging Content Marketing in a 
B2B Strategy 

May 2018 
Your Small Business Technology Information Source! 

TECHMinutes 

 Are You Making Yourself  
Vulnerable Over Social Media? 

Social media might 
make it easy to stay 
connected, but it 
comes with a lot of 
negative side-effects

--particularly in regard to security 
for both personal and professional 
use. If social media isn’t used 
properly, it could spell trouble for 
your organization. How can you 
foster proper social media usage so 
that your organization doesn’t 
suffer from poor security practices? 
It all starts by spreading awareness. 
 
There are a lot of reasons why so-
cial media can be troublesome. For 
one, it’s simply not safe... 

Read the Rest Online! 
https://dti.io/vulnerable 

We are going to switch things up a bit and walk you through a 
retelling of a ransomware attack through the eyes of a busi-
ness owner. Usually when we talk about these types of 
threats, we approach it from our perspective and talk about 
what you should do to prepare and what the threats are, but 
we wanted to try to show you what an event like this could 
feel like, for you, in your position, and in your own eyes. We 
hope that this will raise awareness of how crippling an event 
like this can be on your company, and we hope you let us 
know if this perspective helps you, your colleagues, and your 

staff get a more personal sense of what ransomware can do. Enjoy! 
 
What a day it has been! 
 
Typically, when I have a day like I just had, I wouldn’t sit here and write about it, but since 
our story is sure to help people, I thought that I should. Besides, my adrenaline is still pump-
ing, and I don’t think I can sleep yet anyway. 
 
The day I had was terrifying but started just like any other. I got through my morning rou-
tine and made my way to the office. I even stopped at the shoppe to get coffee. Once I en-
tered the building I knew something was wrong. I had two employees beat me to the office. 
They were milling around almost aimlessly in the hallway. Before I even reached my desk, I 
was inundated with bad news. 
 
“We are locked out!” 
“What are we supposed to do?” 
 
After getting past my employees into my office, I tried to ascertain what the problem was. It 
was evident very quickly that we had a major problem on our hands. 
 
@!#?! It’s ransomware! I can’t believe it! 
 
It could only be ransomware. 
 
I wasn’t sure what allowed this to happen. Did one of my staff click on a bad link? Was our 
network vulnerable from the get go? Since the ransomware had spread onto the network, I 
could tell that the affected computer had to be used to manage other endpoints, pushing 
ransomware to all the endpoints the terminal had managed. This is why the computers that 
were on the network had the same message. This means that it ended up stealing 
usernames and passwords to open each endpoint and lock down the data on them. 
 
It is during this period that the entity that unleashed this beast on us would look to take as 
much data as they could. It turned out that my company was using a global password con-
figuration and the ransomware spread throughout our network like wildfire. So, when I was 
met with the message, I knew exactly what I was dealing with. 
 
I never for a second thought that it would happen to us. Our business doesn’t deal with ma-
jor financial institutions or medical records, so it would seem to keep us safe from these 
kinds of security breaches. I guess I’m just the latest person to ask, “why us?” 
 
For those who don’t know, ransomware is any type of malicious application that “kidnaps” 
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“If you do not tell the truth about yourself you cannot tell it about  
other people.” - Virginia Woolf  

• Crypto - Malware that encrypts 
data and files. 
 

The type we were unfortunate enough 
to encounter was WannaCry, a crypto 
ransomware that has infected millions 
of people worldwide by taking ad-
vantage of an unpatched Windows vul-
nerability. As a small business, our tech-
nology management was pieced togeth-
er, but after this event, and all we’ve 
learned from it, we will definitely be 
sure to make our staff cognizant of how 
to avoid situations like this. 
 
For us, we had three machines infected 
with a variant of WannaCry… 
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will be used to leverage great opportu-
nities for businesses and consumers. 
 
Some Downsides 
Even though 5G seems to present a 
considerable advantage over its prede-
cessors, it’s expected that 5G won’t be 
available for everyone after it is official-
ly released. The reason for this is spe-
cifically the pricing of brand new tech-
nology, but the price will likely fall as 
time progresses. In the meantime, it’s 
possible that devices manufactured 
with 5G connectivity will also suffer in 
price, but at this cost, they will also be 
less prone to falling out of date, like 3G 
or 4G will inevitably do. 
 
Thankfully, much of the technology 
industry is embracing 5G with open 
arms. Major producers of technology 
solutions such as Samsung, Nokia, and 
Qualcomm have already begun to in-
vest in 5G, so the future is already 
bright for this new communications 
medium.  

Share this Article!  
https://dti.io/5g 

enhanced services, system perfor-
mance, and business management. As 
reported by TechWorld, 5G technology 
needs to have these features in order to 
be a 5G device: 
 

• One to 10Gbps connections to end 
points in the field 

• One millisecond end-to-end round-
trip delay 

• 1000x bandwidth per unit area 

• 10 to 100x number of connected 
devices 

• (Perception of) 99.999 percent 
availability 

• (Perception of) 100 percent  
coverage 

• 90 percent reduction in network 
energy usage 

• Up to ten-year battery life for low 
power, machine-type devices 
 

3G and 4G were also known for bringing 
about unique improvements that show-
cased the strong points of technology at 
their time of implementation. 3G fo-
cused on improving connectivity, 
whereas 4G took measures to improve 
the speed of this connection. As it 
stands now, 5G could be an even faster 
connection, and it’s suspected that this 

You might 
see 3G and 
4G on your 
mobile de-
vices and 
wonder what 
it all means. 
If so, we 
have an an-

swer for you, and just in time for a 
brand-new iteration: 5G. With this new 
technology on its way, it’s time to take 
a look at what exactly 5G should be 
capable of, and how it can differentiate 
itself from its predecessors. 
 
Keep in mind that we still likely won’t 
receive 5G in any meaningful capacity 
before 2020, although we should be 
able to glean important insights from 
how it can affect business and connec-
tivity on a greater scale. 
 
What Does 5G Stand For? 
As the technology behind it is on its fifth 
generation, 5G is simply an abbreviation 
for “fifth generation.” This is according 
to the IEEE 802.11ac standard put in 
place for broadband technology. It’s 
predicted that 5G will focus primarily on 
connectivity, user experience,  

5G Improves Upon What 3G and 4G Established 

the data and holds it for ransom. It can 
shut down the files of a single comput-
er, or in our experience, it can spread 
over the network to several endpoints; 
effectively shutting down operations for 
long stretches of time. I wanted to share 
my experience to help you know what 
to expect if you are one of the unfortu-
nate business owners that have to have 
all the answers. 
 
Don’t Panic 
No matter how prepared you are for 
something like this, at first, you feel 
panic. Typically, you are immediately 
overwhelmed and are left kind of dumb-
founded, glancing around the room, 
looking for answers that aren’t there. 
Regrettably, if you are doing that, the 
damage is done and there is nothing 

(Continued from page 1) you can do about that. Scenarios race 
by in your head and the more they turn 
negative, the more the fear builds up in 
the base of your neck, in your throat, or 
in the pit of your stomach. You need to 
stay as calm as you can and begin trou-
bleshooting immediately. The thing 
about ransomware is you can’t just wait 
it out. Once that wave of fear subsides, 
you have to make a measured response, 
because you likely have people that are 
on the clock, and an IT infrastructure 
that is locked down. 
 
After the initial shock, I went to work. 
 
Fighting Ransomware 
I learned quickly that there are two 
main types of ransomware: 

• Locker - Malware that locks the 
computer or device. 

Read the Rest Online! 
https://dti.io/perspective 
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maintenance or full-on management of 
your in-house network, Directive has 
you covered. 
 
We offer several services to small busi-
nesses in your area, including: 
 

• Security solutions: Spam  
protection, content filtering, antivi-
rus, and firewalls 

• Business continuity: Data backup, 
disaster recovery 

• Communications: Voice over  
Internet Protocol, email hosting 

• Network management: Remote 
monitoring and management 

• Software and hardware  
procurement 
 

Does your business need help managing 
technology? Directive wants to make 
sure that you’re always on top of your 
technology maintenance. To learn 
more, reach out to us at 607.433.2200. 

than others, making it challenging to 
find the skills you need, when they’re 
needed. 
 
A lot of businesses tend to do one of 
two things: have their current employ-
ees (who aren’t trained IT technicians) 
perform most of the work, or they 
simply don’t get the work done at all. 
Both of these situations are far from 
desirable. Either the work will get done 
poorly, or the work doesn’t get done at 
all. In fact, a project implementation 
gone wrong could be even more costly 
if it has to be redone, putting even 
more pressure on your organization. 
 
In these types of situations, it’s helpful 
to have someone you rely on to get the 
work done right. Managed IT services 
allow small businesses to take ad-
vantage of many services that allow 
them to focus on creating revenue, ra-
ther than managing technology. Your 
company can leverage all of the great 
technology solutions that larger busi-
nesses don’t think twice about. Wheth-
er you need supplemental technology 

Does your 
business 
have trouble 
with manag-
ing and 
maintaining 
your tech-
nology? If so, 
you’re not 

alone. Many small businesses struggle 
with even the most basic elements of IT 
maintenance. Wouldn’t it be nice if you 
could just take this responsibility and 
shift it off of your employees? The best 
way to approach technology mainte-
nance is to implement managed IT  
services. 
 
Small businesses often neglect IT 
maintenance because they can’t afford 
to hire in-house technicians. These 
kinds of skills are in high demand, which 
often means that small businesses--with 
their limited budgets--have trouble 
finding technicians that they can afford. 
Furthermore, these skills might be re-
gion-locked, meaning that they are 
more difficult to find in certain areas 

Hosted Utility Computing Allows Businesses to Centralize Their IT 

There are many important factors to 
keep in mind that stem from centraliz-
ing your business’ IT. Here are just a few 
of them. 
 

• Near-constant access: Hosting ap-
plications and programs in your 
cloud solution allows for access to 
just about anything that a business 
might need to remain active. Since 
access is near-constant, your em-
ployees will be able to work re-
motely if needed, allowing them to 
either catch up on missed work or 
get ahead from anywhere there is 
an Internet connection. 

• User-based delegation: If your em-
ployees have access to all infor-
mation on your network, you’re 
managing a considerable amount... 

Read the Rest Online!  
https://dti.io/centralizeit 

Your busi-
ness relies on 
technology 
to ensure 
operations 
proceed 
smoothly, 
but the way 
that it’s man-

aged can have a major impact on the 
way your company functions. Think 
about it like this: if you have software 
solutions hosted on different comput-
ers, but not in any centralized location, 
only those computers will be able to use 
these solutions--potentially hampering 
your staff’s ability to be productive. 
How can you make sure that this 
doesn’t become a major problem? 
 
Centralizing your company’s IT assets 
should be a priority, as it promotes ac-
cessibility and flexibility for your entire 
company. When you have your business 

network assets centralized in one loca-
tion, all sorts of possibilities open up. 
For example, you don’t have to worry 
about data being inaccessible at any 
point, which can often be a major  
hurdle. 
 
For a lot of businesses, centralization 
means hosting company assets in a 
place where every single employee can 
access what they need to do their job. 
In essence, it means utilizing an innova-
tive technology plan led by cloud com-
puting. Cloud computing is the act of 
making assets available through the 
virtual environment known as the cloud. 
It can be something as simple as email 
access, or it can be something as com-
plex as infrastructure hosting.  
 
Either way, the point that we’re trying 
to get across is that it’s a centralized 
location for important information. 
 

Share this Article! 
https://dti.io/headaches 

Reduce Your Technology Headaches Go with Managed IT 



Page 4 

Chris Chase 
Solutions Integrator 

facebook.directive.com 

blog.directive.com 

linkedin.directive.com 

twitter.directive.com 

newsletter@directive.com 

Charlotte Chase  
Solutions Integrator 

Directive 

330 Pony Farm Road 
Suite #3 
Oneonta, NY 13820 
Toll-Free 888-546-4384 
Voice: 607-433-2200  

 
Visit us online at: 

newsletter.directive.com instagram.directive.com 

Leveraging Content Marketing in a B2B Strategy 

When engaging in business-to-business marketing, your content plays a huge role 
in your success. Whether you’re creating social media content, blogging, creating 
articles for your web pages, creating newsletter content, or even working an in-
person event, you need to make sure your content is effectively benefitting your 
marketing. 
 
We’re here to help, so we’ve compiled some key considerations to make as you 

shape your content marketing strategy through each of the above tactics. 
 
Social Media Content 
The first rule of using social media as a marketing tool: be consistent. In order for your social media to 
be effective, your audience needs to see that you are able to provide value on a regular, predictable 
basis. By setting, and sticking to, a pattern to base your social media activities to, your audience will start 
to see you as dependable, meaning that they will more likely turn to you first. Furthermore, as you 
construct your social media content, it helps to follow some tried, tested, and true techniques in your 
copywriting. 
 
PAS - Problem + Agitation + Solution 
Presenting and/or reminding your audience of a potential issue they could face (or may be currently 
suffering from) is not only one way to get your audience’s attention, it also establishes you as someone 
who understands their particular issues. As a result, the solution you then offer is only more enticing for 
them to click on.  
 
AIDA - Attention + Interest + Desire + Action 
In order to make an impression on your audience, you first have to get their attention. Composing your 
social media posts to grab this attention before eliciting some desire in your audience will help you to 
introduce the idea that you can fulfil one of their needs. By immediately following this idea with an 
opportunity to learn more about how you can help them, you can catch your audience at the moment 
that their interest is piqued. 
 
PAPA - Problem + Advantages + Proof + Action 
Once again starting the conversation by bringing up a commonly experienced problem or deficit,  the 
PAPA method then has one bring up the advantages of no longer experiencing that problem or deficit. 
These advantages are then validated with some fact or statistic, with a call-to-action driving your 
audience toward your desired action. 
 
Of course, you also need to keep the best practices for each social network in mind that will allow you to 
leverage each one’s algorithm. This will help you to maximize your content’s visibility on these social 
networks, garnering more impressions to ultimately nurture into conversions. 
 
Blog Content 
While creating blog content may seem like a simple prospect 
on the surface, it takes premeditation and strategy to use a... 

Read the Rest Online! 
https://dti.io/contentmarket 


